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Abstract

In 2010, the Office of the National Coordinator for Health Information Technology
launched the Direct Project to expand the specifications of the nationwide health
information network to create specifications and service descriptions that enable simple,
secure point-to-point electronic messages between health care participants. Using Direct
Messaging for electronic push of information between two healthcare providers or
between a provider and a patient not only improves the patient experience, it also enables
them to meet the exchange requirements of the Center for Medicare and Medicaid
Services Electronic Health Record (EHR) incentive program. Although considerable
progress is being made in launching Direct Messaging implementations, much about the
role of a Health Information Service Provider (HISP) and some of a HISP's future
functionality remain untested in the market place. The goal of this project was to
demonstrate interoperable health information exchange wusing Direct Messaging
specifications. To do this, a HISP was created using a .NET reference implementation
provided by the Direct Project. Messages were then exchanged to demonstrate a provider
sending a summary clinical document to a patient with a Microsoft HealthVault personal
health record. A step-by-step instruction manual was created to guide users through a
typical workflow scenario. While the technical implementation of the HISP was
challenging, this demonstration illustrates that still harder problems remain to be solved
for Direct Messaging to be widely adopted, including mechanisms for establishing trust

relationships between Direct Messaging providers.
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Acronyms

ARRA: The American Recovery and Reinvestment Act of 2009, commonly referred to
as the Stimulus or The Recovery Act, is an economic stimulus package enacted by
the 111th United States Congress in February 2009 and signed into law on February
17,2009, by President Barack Obama

CA: Certificate authority, an entity that issues digital certificates.

CCD: Continuity of Care Document, an XML-based markup standard intended to specify
the encoding, structure and semantics of a patient summary clinical document for
exchange.

CERT: Cryptographic public keys are frequently published, and their authenticity is
demonstrated by certificates. A CERT resource record is defined so that certificates
and related certificate revocation lists can be stored in the Domain Name System
(See DNYS).

DNS: The Domain Name System (DNS) is a hierarchical distributed naming system for
computers, services, or any resource connected to the Internet or a private network .

EHR: Electronic Health Record, a computerized system for recording, storing,
producing, and using electronic patient medical and health information.

HIE: Health Information Exchange, the mobilization of healthcare information

electronically across organizations within a region, community or hospital system®.

! Wikipedia, The Free Encyclopedia. Domain Name System [Internet]. cited 2012 April. Available from:
http://en.wikipedia.org/wiki/Domain_Name_System

? Wikipedia, The Free Encyclopedia. Health Information Exchange [Internet]. 2011 [updated 2011 May 9;
cited 2012 April]. Available from: http://en.wikipedia.org/wiki/Health_information_exchange.
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HISP: Health Information Service Provider, similar in concept to an Internet Service
Provider, is responsible for the management of security and transport for Direct
messaging.

HIT: Health information technology provides the umbrella framework to describe the
comprehensive management of health information across computerized systems and
its secure exchange between consumers, providers, government and quality entities,
and insurers”.

ITHE: Integrating the Healthcare Enterprise, a group of healthcare industry stakeholders
that promotes and defines coordination of established standards to provide
meaningful and effective information exchange.

IETF: Internet Engineering Task Force, an international community that creates and
maintains protocol standards that influence the Internet architecture

IMAP: Internet message access protocol is one of the most prevalent Internet standard
protocols for e-mail retrieval®.

ISP: An Internet service provider is an organization that provides access to the Internet’.

MU: Meaningful Use, defined in the Final Rule from the Centers for Medicare &
Medicaid Services published in July, 2010 under the ARRA Health Information

Technology for Economic and Clinical Health Act provisions.

3 Wikipedia, The Free Encyclopedia. Health information technology [Internet]. cited 2012 May. Available
from: http://en.wikipedia.org/wiki/Health_information_technology

* Wikipedia, The Free Encyclopedia. Internet Message Access Protocol [Internet]. cited 2012 May.
Available from: http://en.wikipedia.org/wiki/Imap

> Wikipedia, The Free Encyclopedia. Internet service provider [Internet]. cited 2012 May. Available from:
http://en.wikipedia.org/wiki/Internet Service Provider
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MIME: Multipurpose Internet Mail Extensions, an Internet standard that extends email to
support content beyond simple ASCII plaintext data.

MVC: Model-View—Controller, a design pattern for computer user interfaces that
divides an application into three areas of responsibility.

MX: Mail exchanger record, a type of resource record in the Domain Name System that
specifies a mail server responsible for accepting email messages.

NwHIN: Nationwide Health Information Network, a set of standards, services and
policies that enable secure health information exchange over the Internet.

ONC: Office of the National Coordinator for Health Information Technology, a division
of the Office of the Secretary, within the U.S. Department of Health and Human
Services. It is primarily focused on coordination of nationwide efforts to implement
and use health information technology and the electronic exchange of health
information.

PCP: Primary Care Physician is a physician or medical doctor who provides both the first
contact for a person with an undiagnosed health concern as well as continuing care
of varied medical conditions®.

PHR: Personal health record, a health record where health data and information related to

the care of a patient is maintained by the patient’.

¢ Wikipedia, The Free Encyclopedia. Primary care physician [Internet]. cited 2012 May. Available from:
http://en.wikipedia.org/wiki/Primary care physician

7 Wikipedia, The Free Encyclopedia. Personal health record [Internet]. cited 2012 May. Available from:
http://en.wikipedia.org/wiki/Personal health record

vil



PKI: Public-key infrastructure, a set of hardware, software, people, policies, and
procedures needed to create, manage, distribute, use, store, and revoke digital
certificates.

POP/POP3: Post Office Protocol, version 3, is an application-layer Internet standard
protocol used by local e-mail clients to retrieve e-mail from a remote server

PPACA: Patient Protection and Affordable Care Act, a US federal statute signed into law
by President Barack Obama on March 23, 2010. This legislation makes sweeping
changes to the US health care system.

REST: Representational state transfer is a style of software architecture for distributed
systems commonly found on the Internet®.

SDK: software development kit, a set of software development tools that allows for the
creation of applications for a certain software package’.

S/MIME: Secure/Multipurpose Internet Mail Extensions, an Internet standard for
securing MIME data. S/MIME provides privacy and data security through
encryption; and authentication, integrity assurance, and non-repudiation of origin
through signing.

SMTP: Simple Mail Transport Protocol, an industry standard for transporting email.

¥ Wikipedia, The Free Encyclopedia. Representational state transfer [Internet]. cited 2012 May. Available
from: http://en.wikipedia.org/wiki/Representational state transfer

? Wikipedia, The Free Encyclopedia. Software development kit [Internet]. cited 2012 May. Available from:
http://en.wikipedia.org/wiki/Software_Development Kit
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SOAP: Simple Object Access Protocol, is a protocol specification for exchanging
structured information in the implementation of Web Services in computer
networks'’.

TLS: Transport Layer Security, a cryptographic protocol that provides communication
security over the Internet.

UI: User Interface is the point of interaction between user(s) of a system and the system.

X.509: A digital certificates standard defined by IETF for asserting that an entity is who
it purports to be.

XDM: Cross-Enterprise Document Media Interchange, an IHE integration profile, a
specification for the exchange of electronic health record documents on portable
media. XDM provides an option for zipped file transfer over email, which is very
relevant to the Direct Project specifications.

WCF: Windows Communication Foundation is an application programming interface in

the .NET Framework for building connected, service-oriented applications'".

' Wikipedia, The Free Encyclopedia. Simple Object Access Protocol [Internet]. cited 2012 May. Available
from: http://en.wikipedia.org/wiki/SOAP

" Wikipedia, The Free Encyclopedia. Windows Communication Foundation [Internet]. cited 2012 May.
Available from: http://en.wikipedia.org/wiki/Windows Communication_Foundation
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Introduction

The modernization of our nation’s health care information technology (HIT)
infrastructure remains a top policy priority among state and federal governments. This
priority reflects the belief among policymakers that HIT plays an essential role in
improving healthcare quality and provides opportunities to reduce the costs of healthcare.
Yet, to fully leverage the benefits of HIT, providers must not only adopt certified
electronic health records (EHRs) within their organizations, but also share clinical data

electronically to allow physician access to a patient’s clinical data across sites of care (1).

Health information exchange (HIE), defined as the mobilization of healthcare
information electronically across organizations within a region, community or hospital
system (2), enables the collection of patient clinical data across sites of care to provide
more complete and timely information for treatment. HIE improves coordination of care
when patients see several providers and receive care in more than one care setting, as
well as supporting quality improvement and reporting, public health activities, and

clinical research.

HIE is often used to describe not only the activity of sharing clinical data, but also as the
type of organizations that are formed to provide the health data sharing services. HIE, as
an activity, provides the capability to electronically move clinical information among
disparate health care information systems. The goal of an HIE organization is to enhance
the quality and safety of patient care to benefit patients and the healthcare system. These
two ideas are complimentary such that healthcare quality is improved inherently by the
functionality and activity of sharing clinical information. At the same time, HIE activity

is not exclusively provided by these types of HIE organizations. Common forms of HIE
1



organizations include regional, local, or state nonprofit or government-sponsored
exchange networks that would broadly support all providers in a community. Today
many other approaches are emerging, including local models advanced by newly formed
accountable care organizations, exchange options offered by electronic health records
vendors, and services provided by national exchange networks (3). It is clear that as
needs increase to meet the demand for HIE, there will be a variety of exchange networks,
services, and architectures to support different business models, local conditions, and

provider requirements.

HIE-based activities are critical components for success with recent federal legislation in
the American Recovery and Reinvestment Act of 2009 (ARRA) (1) and the Patient
Protection and Affordable Care Act of 2010 (PPACA) (4) health reform initiatives.
ARRA contains significant financial incentives for clinicians to implement certified
electronic health record (EHR) systems. The legislation requires clinicians to demonstrate
that they are using the certified EHR technology in a meaningful way (1). The
government has made it clear that the key to Meaningful Use is the ability for
information to follow patients, wherever and whenever they seek care, in a private and
secure manner so that teams of doctors, nurses, and care managers can provide
coordinated, effective, and efficient care (5). Meaningful Use requirements encompass
critical aspects of health information exchange, including sharing important information
with other providers and patients and reporting quality information and public health
results. In other words, physician and hospital EHR systems must be able to exchange
health information with EHR systems in other practices, hospitals, labs or other locations.

This priority reflects the belief among policymakers that HIT plays an essential role in



improving healthcare quality and provides opportunities to reduce the costs of healthcare.
Due to this importance, there has been a heightened focus on evolving technical

architectures to enable HIE activities.

The Office of the National Coordinator for Health Information Technology (ONC) in the
U.S. Department of Health and Human Services has supported development of
nationwide health information networks (NwHINs), including standards, services and
policies to support nationwide exchange of health information since 2004 (6). One of
ONC’s priorities has been a focus on facilitating development of the standards, services
and policies needed for interoperable HIE across the nation. In 2010, ONC launched the
Direct Project to expand the specifications for NwHINs to help providers begin to
electronically transmit information to meet the limited health information exchange
requirements of Stage 1 Meaningful Use (7). Informally known as “Direct,” it is often
described as a “push” model — somewhat like secure email — in which a message can be
sent as long as the receiving person’s email address is known (8). Direct complements the
current specifications in the NwHIN by providing standards and specifications for a
transport mechanism that allows participants to send encrypted information directly to

known and trusted recipients over the Internet.

The goal of this project was to demonstrate interoperable health information exchange
using Direct Messaging specifications. To do this, a Health Information Service Provider
was established using a .NET reference implementation provided by the Direct Project.
Direct Messages and clinical information were then exchanged demonstrating a provider
sending a summary clinical document to a patient with a Direct enabled personal health

record.



Background: The Direct Project

Established as an open government initiative and modeled after open-source approach for
collaboration, in 2010 the Direct Project invited private companies and public sector
entities to work together, on a volunteer basis, to collaborate on developing standards and
services required to enable secure, directed health information exchange (7). The Direct
Project focuses on the technical standards and services necessary to securely push content
from a sender to a receiver and not the actual content exchanged. In particular, the Direct
Project is intended to solve simple direct secure electronic transport supporting health
information exchange. For example, a primary care physician who is referring a patient to
a specialist can use Direct Messaging to provide a clinical summary document of that

patient to the specialist and to receive a summary of the consultation.

Simply put, the Direct Project created a set of specifications and standards referred as
“Direct Messaging” (9) that specifies a standards-based method for participants to send
authenticated, encrypted health information directly to known, trusted recipients over the
internet. At its core, it defines a security and transport protocol for exchanging
information independent of exchange payload content. Combined with pre-negotiated,
structured payloads between endpoints, innovative workflows can be implemented.
Direct Messaging may be used by health care providers to come into compliance with
some of the requirements for the Meaningful Use of EHRs necessary to qualify for
Medicare and Medicaid incentive payments (1). Use of Direct Messaging is not required
for Meaningful Use but is an option in meeting the requirements related to health

information exchange.



Direct Messaging

Direct Messaging is defined by the Direct Project in the Applicability Statement for
Secure Health Transport, which describes how to use Simple Mail Transfer Protocol
(SMTP), Secure/Multipurpose Internet Mail Extensions (S/MIME) and X.509 certificates
(9). Participants in the exchange are identified using standard e-mail addresses along with
associated X.509 certificates. The data is packaged using standard Multipurpose Internet
Mail Extensions (MIME) content types. Authentication and privacy are enforced by using
Cryptographic Message Syntax (S/MIME), and confirmation delivery is performed using
encrypted and signed Message Disposition Notification. Lastly, certificate discovery is
typically accomplished through the use of the Domain Name System (DNS), although

other services can be used but are less common.

Health Information Service Providers

Before reviewing the components of Direct, a key term and concept needs to be defined.
In Direct, an entity that powers Direct exchange is called a Health Information Service
Provider (HISP). The term HISP has been used by the Direct Project both to describe a
function (the management of security and transport for directed exchange) and an
organizational model (an organization that performs HISP functions on behalf of the
sending or receiving organization or individual) (10). A HISP is similar in concept to an
Internet Service Provider (ISP). As such, a HISP is responsible for delivering Direct
Messages from a sender to a receiver via the internet. HISPs encrypt, authenticate, and

run trust verification activities to ensure patient health information is secure.
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Figure 1: A HISP to HISP abstract model

The Direct Project workgroups developed an extensive, but non-exhaustive, list of
possible deployment models that detail the various architectural components and their
responsibilities for performing the necessary tasks for Direct Messaging (9,11). While
Direct can be deployed using a federated architecture of, it is recognized that there are a
number of benefits for an organization that performs the necessary functions that enable
Direct Messaging for its subscribers. The role of a HISP can be filled by a variety of
organizations including providers, payers, EHR vendors, personal health record (PHR)

vendors, health information exchanges, and third-party entities.

A HISP is a new class of entity established by the Direct Project whose role is to provide
Direct Messaging services to its subscribers. A HISP may be a separate business or
technical entity from the sender or receiver, depending on the deployment option chosen
(11). Between the sender and receiver of Direct Messages, one will usually find two
HISPs; one HISP for the sender and one for the receiver (Figure 1), although in some

instances, it is conceivable that senders and receivers may share the same HISP.



It is important to understand that a HISP performs additional functions aimed at overall
security and trust of the email service. These services may include account set up and
management, registry services, and, most importantly, handling of the security and trust
aspects of Direct Messaging and exchange between senders and receivers. In general, a

HISP’s duties include:

* Ability to assign unique Direct addresses to individuals or organizations
o Ability to associate X.509 certificates with full Direct address or Health
Domain Names
o Issue certificates as a Certificate Authority (CA) or obtain the certificates
from a trusted third-party CA
* Provide an “edge” or “on-ramp” protocol or application/protocol combination to
the end user, for sending and receiving messages and attachments
* Package message content using MIME and, optionally, Cross-Enterprise
Document Media Interchange (XDM)
* Secure the confidentiality and integrity of the content by handling it through
S/MIME encryption and signatures
* Ensure the authenticity of the sender and receiver via X.509 certificates

* Route messages between HISPs

Having reviewed the technical functions that a HISP performs, we will now review the
technology architecture and its components that enable Direct Messaging services.
Although Direct focuses on standards and services rather than requirements for

architecture, the components described are typical within a HISP deployment.



Direct Components

An early philosophy of the Direct Project was to build on top of existing standards
already ubiquitously deployed. These were driving factors that lead to the final Direct
specification, defined in the Applicability Statement for Secure Health Transport (9).
Direct is a set of standards that are delivered by coupling together a series of services and
functions that can be grouped into an extensible set of components (Figure 2).

Components include the following:

DIRECT COMPONENTS

____________________ . Email Clients
]
1 |
: Windows SMTP i T l’
I .
Inbound, u} Service (Gateway) —— “Real” SMTP
QOutbound ! ; <
SMTP Msgs < ! SMTP Event Sinks | Server
| i ===~~~ ---—-—=—=----5
l —_—> !
: <:_'L : Drop Pickup !
| ! ! 1
1 /I F T T
: ,: T Inbound,
: XDD Gateway < Outbound
, | \L XDD Msgs
1 1
«—t |
MX, CERT : DNS Responder | XDD Clients
Requests ——)I :
: - - ;Human
. Configuration I Admin
: Web/Console Ul E:
1
1 1
| |
' | Database m :
: :
1 1

Figure 2: A typical architectural diagram of the Direct Project



* An SMTP gateway that inserts the agent code in front of any standard SMTP
email server, handles error conditions, and can drop/pickup messages from file
system folders as a loosely-coupled integration point for non-SMTP systems.

* The Security Agent that performs S/MIME encoding and decoding, and enforces
the NwHIN Direct Security & Trust requirements.

* A configuration system that holds account, preference and certificate information
in a database, and exposes web services for retrieving and manipulating
configurations.

* A web-based configuration user interface (UI) that sits on top of the default
configuration system.

* A DNS responder service for mail exchanger record (MX) and CERT record
distribution.

* An audit logging system that accepts audit events for storage.

* Miscellaneous standard server utility code such as an audit logging system, and an
XDD gateway that enables communication between other NwWHIN nodes and the

NwHIN Direct SMTP backbone.

SMTP Gateway

In the early Direct Project workgroups, there was much debate regarding the underlying
technology that would ultimately drive the information exchange. After reviewing several
proposals there was consensus for using SMTP with Multipurpose Internet Mail
Extensions (MIME) attachments as described by the Internet Engineering Task Force
(IETF) draft standard for Internet Message Format RFC5322 (12). MIME is an Internet

standard that extends the format of email. Virtually all Internet email is transmitted via



SMTP in MIME format. Internet email is so closely associated with the SMTP and

MIME standards that it is sometimes called SMTP/MIME email (13).

Direct Project wanted to build on existing standards, and SMTP is a ubiquitous and
mature standard for message transport. An important attribute of the original Direct
Project proposal was universal addressing. Addressing refers to the source and
destination endpoints of a message and how they are named. Universal means that an
endpoint name is unique across the entire namespace of a protocol. An email address is
an example of a universal address. Internet addresses as described in RFC5322 are
globally unique endpoints (12). Generally, each Direct participant that subscribes to HISP
services is assigned an email address. Message routing to an internet address over SMTP

is already built into almost every SMTP server using DNS standards.

SMTP is also more or less agnostic to the content of the payload carried in the message.
RFC5322 gives some structure and meaning to the payload, but is still flexible enough to
allow almost any type of content to be packaged. This is an important attribute of Direct,
as it does not limit the type of content that can be exchanged from one participant to

another.

There are, of course, limitations regarding the type of applications that can be built on top
of Direct. SMTP is not fit for every use case. SMTP is an asynchronous protocol which
adds complexity to ensuring quality of service. This means that there is not a guarantee
that a message will be successfully delivered to its final destination after it is leaves the
source endpoint. Additional work is currently being done to provide further guidance for

HISP responsibilities in terms of quality of service. Some use cases utilizing Direct will

10



absolutely require certain levels of message delivery assurance or negative

acknowledgement.

Direct does leave room for other protocols such as SOAP to be used as the backbone
transport. This has both historical and forward-looking implications and potentially
requires more complex configuration and pre-negotiated protocol and address routing (9).
The Direct Project, however, requires HISPs to support SMTP as a backbone transport
protocol option to provide a common transport standard across all HISPs. In the default
configuration, the Direct SMTP gateway is configured to sit directly between a “real”
SMTP server and the Internet. The Direct SMTP gateway server accepts all incoming
mail for local domains, passes it through the “ProcessinglncomingMessage” method of
the security agent, and relays the resulting message to the real server. The real server
accepts outgoing mail from local clients and relays it to the gateway, which passes it
through the “ProcessOutgoingMessage” method of the security agent and then relays it

out to the Internet for delivery.

Security Agent

The core value proposition of Direct is securely transporting authenticated messages
between mutually trusted parties, and implicitly describes a component called the security
agent. This agent is responsible for implementing security and trust specifications.
Because Direct uses MIME messages as its payload over SMTP, it needs a way to secure
the message but remain in compliance with MIME standards. Fortunately, a MIME
extension called S/MIME exists and is defined by IETF draft standard RFC5751 (14).

S/MIME has attributes that cover both security and message authenticity.

11



Direct specifications state that all messages on the backbone protocol have a MIME
content type of application/pkcs7-mime — the content type of an encrypted S/MIME
message (9). The security agent is responsible for encrypting and decrypting all outgoing
and incoming messages, respectively, using Public Key Infrastructure (PKI) and X.509
certificates. For the purpose of S/MIME, certificates contain the keys that are used to

encrypt and decrypt messages.

A X.509 public key certificate (also known as a digital certificate or identity certificate)
is an electronic document which uses a digital signature to bind a public key with an
identity — information such as the name of a person or an organization, their address,
and other identity information. In cryptography, X.509 is a standard for PKI. PKI
assumes a strict hierarchical system of CAs for issuing the certificates. X.509 and is a
model that specifies formats for public key certificates, certificate revocation lists,

attribute certificates, and a certification path validation algorithm (15).

PKI is essential to understanding the foundation for interoperable Direct Messaging
among parties who wish to exchange messages. One's identity is bound to one's public
key through a digital certificate. This digital certificate is an electronic document that has
information about the user, such as the organization, address, and information about how
your public key may be used. A user also has a private key that is kept secret. Everyone
who uses PKI technology has two keys, one they distribute publicly and the other they
keep hidden. The two keys are mathematically related in such a way that permits
encryption with one key (the public key) and decipherment or decryption only with the

other key (the private key).

12



With PKI in place, User A wants to send User B an encrypted message, to protect the
privacy of its contents. If User A has User B's public key, then User A can use it to
encrypt the message to send to User B. Because of the mathematical correspondence

involved, only User B private key, and no one else's, can decrypt the message.

Every endpoint in Direct is associated with one or more X.509 certificates. When a
message is addressed to a recipient, the message is encrypted using the recipient's public
key contained in the associated certificate using S/MIME standards. This is an
oversimplification of the process, but the result is an S/MIME-encrypted message
envelope that contains the original message. The encrypted payload is then sent to the
recipient's HISP using SMTP over public networks. When the recipient's HISP receives
the message, the recipient's certificate is obtained along with its corresponding private
key. The message is then decrypted, and the original message is extracted. The
asymmetric attributes of the public and private keys ensure that only the recipient's

private key can decrypt the message.

What differentiates Direct Messaging from a regular mail service like Google's Gmail or
Outlook email is the inclusion of PKI, the additional layer of security that makes it
possible to authenticate and encrypt the messages sent and received in order to keep them
private. Almost every public SMTP server supports transport over a non-encrypted
channel. Because the line is unencrypted, however, the message payload itself must be
encrypted to protect against eavesdropping and ensure message integrity, and S/MIME

provides both of these functions.
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Configuration Database and User Interface

The configuration service uses a simple database that implements a security model that
permits both system administrators and specific account owners to manage their
configurations. The configuration service allows the HISP to register other HISP
administrators, register domains, register domain users and register their addresses. These
domain and certificate records are delivered to requesting HISPs through a DNS service
described in detail below. However, the configuration database stores the DNS settings
associated for each domain hosted within the HISP. These are important configurations
but arguably the most important configuration database service is to register domain and
user PKI certificates hosted on the HISP as well as domains and certificates that are

trusted from other HISPs.

The database can be administered using a traditional SQL command interface.
Additionally, the Direct reference implementation also supplies a web-based
configuration UI tool. The configuration UI is a simple model, view, controller (MVC)
web site used by administrators (both system administrators and domain/account/address
administrators) to manually configure and administer the underlying configuration
database. The MVC presents a simple Ul application with a graphical view of the
database model below the application (Figure 3). This simple UI application allows the
administrator to issue SQL commands though the UI interface rather than through a SQL

command line interface.
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Figure 3: Direct Configuration Ul

By including a web-based configuration UI tool with the Direct reference
implementations, a broad group of users may begin implementation of Direct who might
not otherwise be familiar with or comfortable administrating a system using command-

line SQL statements for creating or maintaining the configuration settings.

Domain Name System

For the security model to work there must be a method for certificates to be “discovered"
for encryption, decryption and signature operations. PKI can be difficult to implement,
and certificate discovery is just one small piece of the puzzle. There are two use cases of
certificate discovery in Direct: private and public discovery. Private discovery refers to
accessing a certificate, along with its private key, and is only applicable to addresses

maintained by a HISP. It is up to the HISP to implement proper protection of private keys
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and the methods to access them. Direct implements a few certificate resolvers for

discovering private certificates.

Public discovery refers to finding certificates that are not managed by the HISP. Because
Direct wanted to use existing and ubiquitous standards, DNS using CERT-type records
was originally selected as the preferred method. The Direct implementation includes a
simple DNS responder that answers MX and CERT requests using information from the

configuration service (16).

While the components that enable Direct are technically complex, Direct Messaging is
simple in concept and carries many benefits. At the most basic level, the solution
provides a secure email platform designed for the exchange of health information
between providers. Since unsecure email carries with it numerous risks of information
being compromised during transmission, or being accessed by unauthorized users,
providers cannot use regular email to exchange patient health information. Direct
Messaging help providers communicate more securely, which will ultimately help

provide better care for patients.
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Building a Direct Messaging Gateway

The main purpose of this project was to demonstrate Direct health information exchange.
To do so required building a functional HISP. The steps described below are only
intended to provide a high-level review of this process, not to serve as an instruction
manual for how build a Direct enabled gateway (Figure 4). After building and testing this
gateway, it was possible to demonstrate a use case that would not only illustrate the
technical abilities of the HISP, but also demonstrate real-world scenarios of how Direct

Messaging could be used.

Direct Reference Implementation

In order to achieve the goal for Direct Messaging, volunteer members of The Direct
Project set out to create an open-source reference implementation and associated libraries
implementing the Direct specifications. Participants in the Direct Project collaboratively

authored two reference software implementations (Java and .NET) of the Direct

Web Server Setup Install Binaries Install Database IIS Middle Tier Srvc.

» .Net Framework ¢ Compile and deploy ¢ Domains/Certificates * ConfigService
oIS ¢ Admin/configurations * ConfigUI
* DNS Service

DNS Settings Certificates DNS Server SMTP Setup
¢ NameServer ® CA/Trust anchor * TCP/UDP firewall * Configure Domain
* Delegate subdomain e Public/private cert * Relay rules

* Security

Config Service Connecting Email

Gateway Console

* Domains/Address
* Anchors/Private Keys
* DNS Records

o Certificate resolution
* Message processing
e Trust model, Logs, MDN

Figure 4: Steps for Installing the Gateway

Client

* SMTP access
o TLS
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specifications, so as to serve the needs of the pilot projects, and to accelerate adoption in
the health IT marketplace (16). Participants contributed content, ideas, and specifications
under a Creative Commons Attribution license. The reference implementations are
intended to serve both as an “out of the box” system for providing Direct Messaging
services, and as an extensible set of components that can be integrated into an existing

environment.

To demonstrate health information exchange using Direct specifications, I began by
building a Direct-compliant message gateway, otherwise known as a HISP. I chose to use
the .NET reference implementation as a starting point based on my personal familiarity
with Windows-based server technologies. It should be noted that the Java reference
implementation provides equal functionality to the .NET version and neither reference
implementation provides benefits or disadvantages over the other code base.
Additionally, although the Direct Project did create two reference implementations,
developers could program a Direct Messaging gateway using programming systems
besides .NET or Java as long as the services and functionality adhere to transport

standards defined in the Direct Messaging applicability statement (9).

Step 1: Server Deployment

Before installing the binaries for the .Net reference implementation, I needed a server that

met the .NET Direct system requirements, including:

*  Windows Server 2008 (64-Bit)
*  Windows Large Message Hot Fix (to fix an issue with large messages)

e _Net Framework 3.5+ with SP1
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SMTP Server

IIS 7x

Windows communication foundation (WCF) with HTTP Activation

SQL Server Express, SQL Server 2008 or equivalent SQL Database

Outbound Firewall Ports:
o TCP Port 25 used by SMTP Server to send outbound mail
o TCP Port 53 used by the Gateway to resolve a mail recipient's CERT
records from DNS.
o UDP Port 53 used to resolve standard MX, NS and ANAME records
* Inbound Firewall Ports:
o TCP Port 25 used by SMTP Server to receive incoming mail
o TCP Port 53 primarily used to receive and respond to requests for CERT
records
o UDP Port 53 Respond to requests for DNS records like MX, NS, ANAME

and SOA

To meet these requirements, I chose to use the Amazon Elastic Compute Cloud (Amazon
EC2) running Microsoft Windows Server 2008. Amazon EC2 is a web service that
provides resizable computing capacity in the cloud without the operational burden of on-
premises server software. The use of Amazon EC2 is not required as part of the
implementation nor is it use in this demonstration intended to endorse this service over

other cloud-based server offerings.
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Once the cloud-based Windows Server 2008 was initialized, 1 was able to ensure the
proper configuration including IIS configurations, WCF services, and firewall port

exceptions. Familiarity and experience with Windows Server is highly encouraged.

Step 2: Install .Net Binaries

Once the Windows server was properly configured, the next steps were to download and
deploy the Direct reference implementation components. The code is maintained within
the Google Code Repository, a free collaborative development environment for open
source projects. Once the files were downloaded, using a command line tool to issue the
install commands, the binaries were compiled and deployed onto the server. Again,
familiarity with .NET, Visual Basic and application deployment is highly encouraged for

this step.

Step 3: Install Configuration Database

With the server properly configured and the code deployed to the server, the next step
was initialization of the Direct configuration database. Fortunately, the Amazon EC2
Windows Server image comes preconfigured with Microsoft SQL Server 2008 Express
database. With the SQL Server database already installed, this step involved the creation
of the tables, naming the attributes, defining the data types, and establishing primary and
foreign keys (Figure 5). The .NET reference implementation was written using Microsoft
SQL Server so the reference implementation ships with batch scripts that can assist

automating the creation process.
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C# Reference Implementation
Configuration Schema

administrators

Domains

DnsRecords

* DomainName (string)
* DomainlID (auto)

* PostmasterAddressiD
* Type **

* CreateDate

* UpdateDate

* Status

* RecordID (auto)

* DomainName (FK)
* TypelD

* RecordData

* ValidStartDate
*ValideEndDate

* UpdateDate

* Notes

*Owner *

* PasswordHash
* CreateDate

* UpdateDate

settings

Addresses

* EmailAddress (string)
* AddresslID (auto)

* DomainlD (FK)

* DisplayName

* Type **

* CreateDate

* UpdateDate

* Status

*Owner *

* SettingName
* SettingValue
* CreateDate
* UpdateDate

Certificates (private)

Anchors

*Owner *

* Thumbprint

* CertificatelD (auto)
* CreateDate

* CertificateData

* ValidStartDate
*ValidEndDate

* AutoTrustAuthority
* Status

*Owner *

* Thumbprint

* CertificatelD (auto)
* CreateDate

* CertificateData

* ValidStartDate
*ValidendDate

* Forlncoming

* ForOutgoing

* Status

Figure 5: .NET Configuration Database Schema

Step 4: Web Services

At this point, Direct and IIS web service end points were configured and tested. This
process connected the Direct configuration application services with the IIS web services.
For example, connections were tested to ensure database connection string and DNS web
services were functional. Familiarity and experience with application and web services is

highly encouraged for this step.

Step 5: Managing Domains

Next, the domain name was set up for this installation. To do this, an email domain was
needed to represent Direct addresses. For instance, my domain is named to represent
electronic health (eHealth) in Tennessee. I used the domain name “TNeHealth” for Direct
addresses in my organization. Anyone can acquire a new domain from a domain registrar

service like Go Daddy.
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It is also possible to use a sub-domain of a domain you already own. While any well
formatted domain name can be used, the Direct Project workgroups recommend using a
sub-domain prefixed with “Direct”. Using specific domains for Direct secure health
information transport will identify common (unsecure) email address as distinct from
Direct address (encrypted and secured). For instance, since I own TNeHealth.com, I used
“Direct.TneHealth.com” for Direct addresses. This approach requires delegation of the
sub-domain from your root DNS server to your Direct instance’s DNS server. This
process is beyond the scope of this document, as it will vary depending on your domain

infrastructure.

Step 6: Creating Certificates

Secure email X.509 certificates were now obtained and installed for the domain. There
are many commercial suppliers for certificates through third-party “Certificate authority”
security organizations such as Symantec or Entrust. Optionally, personally self-signed
certificates can be used. However, since these certificates are not signed by an approved
CA, the certificate will not automatically be trusted by other computers or people unless
they add the self-signed certificate to their list of certificate authorities. Personally self-
signed certificates are generally only useful for testing or for exchanging information
with people you already know and trust. Either method will work with Direct and the
choice of commercial versus self-signed digital certificates is determined more by policy

than by technology.

Microsoft Windows Software Development Kit (SDK) provides a tool “Makecert.exe”

that developers can use to generate their own email certificates. Opening a command
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window to run the Makecert application, I was able to create the CA as well as the

organizational identity certificate. These are then stored in the Windows certificate store.

Step 7: Configurations

As a final step in the server deployment, operational preferences were registered in the
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<?xml version="1.0" encoding="utf-8" 7>
<!--

SAMPLE CONFIG FILE
Compliant with schema parsed by: NHINDirect.ScriptAgent.SmtpAgentSettings
Customize as per your needs

-—

<SmtpAgentConfig>

<Domain>redmond. hsgincubator. com</Domain>
<Log>
<DirectoryPath>C:\inetpub‘\logs</DirectoryPath>
<NamePrefix>gateway__${date:format=yyyyMMdd}</NamePrefix>
<RolloverFrequency=Day</RolloverFrequency>
<Level=Debug</Level>
</Log>
<InternalMessage>
<PickupFolder>C:\inetpub\mailroot\pickup</PickupFolder>
<EnableRelay>false</EnableRelay>
</InternalMessage>
<Notifications>
<AutoResponsex>false</AutoResponsex>
<AlwaysAck>true</AlwaysAck>
<Text>Message Delivery Notification</Text>
</Notifications>
<PrivateCerts>
<MachineResolver>
<Name>=NHINDPrivate«</Name>
</MachineResolverx>
</PrivateCertsx>
<PublicCerts>
<!--
<DnsResolver>
<ServerIP>127.0.0.1</ServerIP>
<Timeout>5000</Timeout>
</DnsResolver>
-—>
<MachineResolverx>
<Name>NHINDExternal</Namex>
</MachineResolver>
</PublicCerts>
<Anchors>
<MachineResolver>
<Incoming>
<Name>NHINDAnchors«</Name>
</Incoming>

Figure 6: Sample Direct Configuration File
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Direct configuration services. Preferences and message process rules are registered with
the Direct services that describe certain operations of the HISP (Figure 6). For example,
gateway rules for certificate resolution must be established, as well as for message

processing, audit logs, and message disposition notices.

Step 8: Connecting the Email Client

With the HISP configured, there must be a way for users to send and receive messages.
There are various deployment models that could be considered. For this HISP, I chose to
use a cloud-based email client linked to a full service HISP deployment model (Figure 7).
This model allows the end system, the email client, to operate independently of the HISP
where the end system outsources all the functions to a “full service” HISP. Microsoft
Exchange Online 365 is a hosted messaging solution that delivers the capabilities of
Microsoft Exchange Server as a cloud-based service. Exchange Online 365 allowed my
deployment to take advantage of email client capabilities without the operational burden
of on-premises application software. The use of Exchange Online 365 for this

demonstration is not intended to endorse this service over other email services.

In this configuration, I placed the HISP in an Exchange Online instance. This way,
incoming messages always pass through the HISP for decryption processing before
they’re handed to Exchange Online. The HISP enforces the Direct security model and
forwards messages that pass the security and trust agent validation. Messages that fail
validation are rejected by the HISP and are not forwarded to Exchange Online. Similarly,
when messages are sent out of our HISP to another HISP, they always pass through the
encryption processing. This ensures the messages are signed and encrypted using Direct

protocols before it leaves the HISP. By design, all the difficult parts of the deployment of
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Figure 7: Email Client with Full Service HISP
public and private keys and the complexity of security are carried out behind the scenes

by the external HISP service.

The email client must be configured to connect to the SMTP server hosted by the full
service HISP in a manner that uses transport layer security (TLS). All other encryption is

handled by the HISP. To configure the email client:

* Obtain the SMTP and POP3 or IMAP domains. Configure the client to use these
domains for sending and receiving email.

* Configure the domains to use SSL for both incoming and outgoing messages.
This will secure the information transmitted between your email client and the

HISP. This step is required to protect personal health information passed in your
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message from the point it leaves a computer to the point it reaches the HISP's
email servers.
* Configure the HISP connectors to ensure that Exchange Online only accepts mail

that has passed security validation.

The Direct Messaging specifications are common to all deployment models and this
commonality allows the sender and receiver to choose very different deployment models.
It is important to recognize that any deployment model can be used to send and any
deployment model can be used to receive email. The deployment model of the sender is
independent of the deployment model of the receiver. The adherence to the Direct
Messaging specification assures that any deployment model can communicate to any
other deployment model and, in fact, the receiver won't be able to tell which deployment

model the sender is using.
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Use Case: Provider Sends Patient Health Information to the
Patient

During the development process, The Direct Project workgroups created an extensive but
non-exhaustive list of use cases intended to capture what a user does or needs to do as
part of his or her job function. These user cases helped define the functional criteria the
Direct standards must provide. When these services are used by providers and
organizations to transport and share qualifying clinical content, the combination of
content and Direct Project-specified transport standards may satisfy some Stage 1
Meaningful Use (MU) requirements. In fact, the use cases were prioritized to ensure that

Direct will support MU requirements (17).

Included in the use cases was the case of a provider using Direct Messaging for sending a
clinical summary of an office visit to a patient, which supports certain Stage 1 MU
requirements. The use case did not detail implementation specifics but instead focused on
certain high level assumptions. It was envisioned that whatever Direct specifications were

developed, its functionality must support the requirements of this use case.

To complete the objective of demonstrating Direct Messaging, I chose to implement this
use case to showcase secure health transport using Direct Messaging. To illustrate the
scenario, I first developed a flowchart that includes the user actions and decision (Figure
8). There are almost an endless number of possible actions that a provider can take based

upon a variety of user settings, workflow preferences, and other unknown variables.
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Alternative workflows were documented but the primary use case was based on typical or
default settings. I chose to use Microsoft’s HealthVault as a PHR to for demonstrating
Direct Messaging interoperability. It should be noted that other PHR services have or are
planning to incorporate Direct Messaging into their PHR platforms. The use of
HealthVault for this demonstration is not intended to endorse this PHR service over other
PHR services. A non-inclusive listing of personal health record companies that are

planning to enable Direct to can be found on The Direct Project website (18).

In early 2011, HealthVault included Direct services in the PHR allowing a Direct-enabled
clinical partner to send Direct Messages to patients who have a HealthVault account.
HealthVault is an online PHR service that offers patients a central place to store and
share personal health information. HealthVault Message Center allows patients to receive
Direct Messages through their HealthVault accounts from participating providers. Every
HealthVault account is given a Direct address to accept Direct emails from healthcare
providers for the purposes of receiving health information from their providers into their
HealthVault PHR account. Using Direct, an encrypted copy of a patient’s clinical
information is transmitted electronically to an email address the patient creates in

HealthVault.

Through this functionality, a provider can create a copy of an individual’s clinical
information to be encrypted and electronically transmitted to a patient’s new email
address created within Microsoft HealthVault. Once received by the patient, it is
automatically saved to the patient’s HealthVault account as part of their longitudinal

personal health record (Figure 9).
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User Story

Related to the use case, I developed a user story defining interactions between "actors" to
demonstrate a provider sending a clinical summary of an office visit to a patient. Detailed
step-by-step instructions for the current implementation can be found in Appendix A. The

general steps involved are as follows.

* A primary care provider (PCP) wishes to update the patient's record with their
personal clinical information. The PCP creates a Direct Message to the patient.
The message includes the summary of care record (CCD) containing pertinent
health information about the patient. The PCP sends the message to the address
provided by the patient.

o Step #1: Log into TNeHealth Direct Messaging client
o Step #2: Create a message addressed to the patient’s Direct email
o Step #3: Add attachments of any type (OPTIONAL)

o Step #4: Review the final message and click “Send”

The steps for a patient to receive a Direct Message in their HealthVault PHR are also
described. There are almost an endless number of possible actions that a patient can
undertake based upon a variety of user settings and preferences. Therefore the use case
was based on typical or default HealthVault PHR settings. In general, the steps for the

patient are as follows:

* The patient receives an email through their non-Direct ISP that their PCP has

updated their PHR. The patient verifies that they own the Direct address,
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authenticates into their HealthVault PHR and views their updated health
information.
o Step #1: Patient will receive a notification email at their “non-Direct”
email account.
o Step #2: Patient will login to HealthVault to review the Direct Message
o Step #3: Review the email message from the provider

o Step #4: Review clinical data in HealthVault patient health record

Once the message is sent (by the PCP actor) and received (by the patient actor) it helps to
review exactly what the HISP performed. The HISP uses the following simplified

algorithm when sending messages:

* The message is validated for all proper MIME content.

* The sender's private key is discovered, and a message signature is generated.

* The recipient's or recipients' certificates are discovered and the message and
signature are encrypted into an S/MIME envelope.

* The encrypted message is sent to the recipients' HISP(s) using the message

gateway.

Conversely, HealthVault uses the following simplified algorithm when receiving

messages:

* The encrypted message is received by the message gateway and handed off to the
security and trust agent.
* The recipient's or recipients' private keys are discovered, and the message is

decrypted.
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* The sender's certificate is discovered, and the message signature is verified.
* The sender's certificate is checked against the trust store to ensure the sender is

from a trusted HISP.

A failure in any of these steps results in the message being discarded by either the HISP
or the HealthVault PHR, and an appropriate action is taken. Reasons for the rejection

could include:

* Malformed/non-S/MIME compliant messages

* Encryption/Decryption failed

* Signature creation/verification failed

* Certificate Resolution failed - such as over DNS
* Certificate from sender is not trusted by recipient
* Certificate is from an un-trusted source

* Target user address does not exist (in Config System)

In testing mode, the HISP can capture messages in the raw before and after the gateway
processes them. This is very useful for debugging, but a HISP should disable this option
on production since capturing these raw messages would expose the message and the
contents to the HISP. However, by accessing the copies of these messages, we can
confirm that the messages were processed and encrypted to meet the Direct specification.
Before the HISP performs the message processing, it is clear that that the subject and the

message of the email is in plain text and not encrypted (Figure 10).
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X-FOPE-CONNECTOR: IdX11231$OnXDIRECT. HEALTHVAULT-STAGE, COMSROX2STLSNG6SFQDNXS0,19,122.1278T1s0n%
x-originalarrivalrime: 06 Mar 2012 20:01:54.0176 (UTC) FILETIME=[FA3B4000:01CCFBO3)

This is a multi-part message in MIME format,
-=_004_49795F0060294B489C170EC0706B0F610F1E7786CHMIPRDOBOZMEL03

content-Type: multipart/alternative;
boundary="_000. 49795FOD602940489(].702(070680F610F1£7766CN19&00802H8103

~=_000_49795F00602%4B489C170ECO7D6BOFS10FLE7 7B6CHIPRDOBOZMBL03

content-Transfer-gncoding: quoted-printable

Thank you for office visit on January 25th. attached 1s a patient summe
ary document with the results of your latest lab test.

A1l test results show no negative health indicators.|

If you have an¥ other questions, xou may <call my office or send me an Direc=
t message by hitting "Reply” to this message or send a note to me at my Dire
ect emal) address tes!mﬁre(t tnehealth. comamailto: tesuld1rect tnehealth. co=
m>.

Figure 10: Raw Message Sample (Not Encrypted)

After the HISP performs the message processing, it is clear that the message has been

encrypted using S/MIME and the entirety of the email message is encrypted (Figure 11).

The reference implementation is a fully working model and its extensibility provides for
any number of conceivable configurations. The reference implementation is not intended

to be the final design that ultimately goes into your finished solution. It is tweaked and
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I sending_encrypt - Notepad

Fle Edt Format View Help

From: "Or. Test" <test@direct.tnehealth.com> -~
To: <Test9n1ent.al‘dh-ect.hea’lthvau‘lt-stage.con>
Message-10: <49795F006029%4 84 89C17DECO706BDF6L0F1E7 7B60CHLPROOBO2ZMBL03 . nampr d08. prod. out ook . com>

9 T
content-Type:application/pkcs7-mime; smime-type-enveloped-data; name="smime,p7m"
Content-Transfer-encoding:basetd

MIMB2POGL SQGSID3DQEHAGCDAJGKMIMBE2 OUCAQAXGGF AMI IBVGT BADASMCOXKDAMBGNVBAMTH2 Nh
wkpawgdCSOMsdGhZvasdclszFnzss b2 OCEHFhVULKOTIWSEQGT 1 {FredwDqY IKoZIhveN
AQE gueStqdogrsrtgd/pbelede bITNIFVUGTKmIVhISZ0erfSIgavvf+gzwrcEwxgn
w/yqsm&vdM.w? 621 tmom/oevomsve?minhbnuaadnkngik 2m3DHRbysZ94qoC
hnesvxb7Mr 10X 4 §CdbS T 1SN9<meCm2GVUNELVRDOB,/M2b SPNEL 7vhxrMhék S5 /7 2PAXNCYIME )
CMIADPBEZKFT8mNa01B2B)qF TMCVERNK] of 1 LpHKGVESBRMTF /fr ADZk 7TMZWFnlGKVUZB381cn2C8
NkH2059CcSvBqymx8oTosPsFfhujtovip kmozkgfr-'xrdbtrrcolxdkfagkqhk1G9~0aMvaJ
YIZIAWUDBAECBBArul XACLTEQTMDI1+YUKOMQIME2PASEID3r+) 5 I AINCULUVMKKBOTrU3PMCZEY
MfIDSrKPNKUL)9HS eS3E! T+ F5USEVe/054 p70SNFNQARG I VNX3POMbP2 IVZHIGIGPpT4hLo
+G66a81 TOBBYYWEK DS x+2e2mIdNT! 6x7hsf09/3n1.)66k9106~43w20]4n ¥NS7\'rKgLsfyM‘k9EKO
vzedLsnzllcxnsxzawzmsos7chyrnv1uggt£pxzkzvnx9'8du6nmc k6PAhCYA2 7eMvAIM]
wmu%xwzuwznoat)ml smvxbbuigua:ledw‘lmszz TLWrZOF XA
blvp]23yym+FR 4076RPOMSME 3 SwOr 0T hagSpzHm3 eASLSESQ7EdyF 3d0mvwvBVLY J1xCaj 7y
1w SXGYOCX W24 CCL2LTE/YyTOTRYaVS eUq ] BNCx2q76d1Qy3maxwg7 10TECT amva 54 bxunua9xPuf
HzimooglcJocthceIIkazvfevz2?YCV/035c8p/nKA/3qumthqNSOJH'Iuvcwx7hh0x8
/RINAFSLIXEJCwhek8b1q61238VvWHIOAVEXAZATIEXNF7T3 ] g4 FUZ1opNITOY+hdagoxSAFATGL
TOonr1fbICTdggoAMOON/F xezpeatrqouoqajwmvmnaamausuRx9e2vx5f£c,7 bSMOUWLI4
'WOSC T 227 16yK 1 xSn2wCd 1 11 FZK VXNE+ a2 9UAQKK KN+ TUSLEQyrLUQSI2Iye/ 2 TwdybmcvDS2 UV
fBISTHKPE/630PQNTOXNNT dAYHXe 7UPPbRE3 70r UT+wVRQDT S+ HNF /4 NF 7@ XATQ2ZwQC 1CPTIXFZ
NUHMQVT  WWTO+OKGWI HRF 6 SwMoyRCmT dNZYTLUGZPreNTEXU/COTbEGEL YD 7XCOTZMG /rQxed
'l/s?yalpaxrc&vem&zz;voz JTREBhLSGUIPIENZE2OVIMI2+4Rr 2421 JZ7NB]32YulvMad3
Zhk 7GkMgmEPHK TAS3VZ4+gf 3RQATCPGABN+ /FWSIMCDA4 UDBhUGSLY LRWI pNM § XKYC@BCFhMBFX/N
QEXL /CMEWGO4 SMIPT4+GTwSMLU XAAXLbaNY 72TIqgvx] 30rv740LgZ 513BRSLESMHUXUTFIEU
bFsPU1 /E05vLb] xhi+PmO+BabviIyCxwl gy2dska OF USUBXPQROY GMTVazZpUYMWSr dwebt o) 223
MOQadr7vHSdhtmshe+R 14+FSNUZ 1 x0p1481Ihar TgDs S52P3ppTMad 98 Tweramb §k SD/Q5YTYS94b
9553x407356€uvthEtxauzsdqcuuraziqzxoyrgm < 7YKKODF 3wE ION7AMP4A 2CoPPXwC016
Oej S7Rd/Xx2CCZRWZNTF SKQF 2U0F ZSMN/CUSWGVFTELe0A7pOt /ESBRXr fE4LLTOqU] B+Qx1pD3C
xXyIdGZNSKY3S7xPhZg3Afk IXVMEGUCSWUVIVL 2noplede-rmoadnbcvv_dffsbudl. oktT
NLhwYDSKG+aUAX S f UCyxX7FLAD22¢RBQK BCEW3mbt+r 29U .WZMBhYdZLCgLXoQg;VCﬂ% iNFZ
qw ] KIbZVTowBNYmnk HOK4 nbZDhr PO ZNUKY uoclvo+ 93 STeFvitZtqrdgxezj o071kq8TF 3 5uq0
{qumxolxw‘lz1esxjSchw/N?e;3gsgjmsxfnaexwu1¥np)v1mryshq;i)gnnioa%‘rljnd
esvm?:/:gnco-ae:l:mrbdozouqu NQG3IG+11SwLF+ef SPF3UBIXSMINDBG I we NPAVT 3DI TV
SVviqoIMIOmbREYFEVZQI 773 ygL+bvk TADSIEZ 1) § 2WF pk ImvYMKQN/WT1Cr ZXx0q2 LMOXDXQFwuU
11 TX@2ST/UErK2ZxroABU2p3vTTUGCSbyIP2VCULDIGBIYTFHO71cd n+ OniUy3RFTC2QF1CPiK2)
CUXwb2PB7y3DQhRGFHWIBL I NYXE JyrM ] oyuT 1RPpZUNT BM ] ymZbuySAearCYBPOTXFr0aKTFM/ma
VAUGONTCIZx+@9xvBr ESUUCFSTQCNOTIU 6949):16»;.:‘187«rov9v'|94v9c'|/qtxmchOo/v
M2k Y SVl SYLbwSoy+ 2 CAGS UpwOBS QMK XaQe y+ W7 242C T r IVKthxDCqlyvov2 J9SmUUE JCLGUFF 7
XV1IGABVVYNI+UHIKGVYLDITR+xwok3081kpl6oir SVOPADTAHIMZHOZKVC JuxBylEx1OLISMOST
D71y QwAE 2M TVS33 SOZHHND xwetw 6220/ xmbtMy 2 8hCx S JTwQrviug9s fbZht hrw7ogw 1L 2<EBLham
w‘eromlekquusumcolqn?s% 26PN+ TU40SBAS 2664 6h2UZ8 T EaQICE3A2 1pB70PK S6FKD
)znbcbcrwjo;mss:a.xss-dcbf WGVEMHHON S Or A+ 1 Bf aSN7HrMcQs 0Ab+UT XMk 960 5F8h1 75P
Njxgu298PVM dovx/t»n'rjxkghje9§50A1nsuetqvjc:ugewnkwsuaqx)caq‘lsovthsslm
IVAK I reUC 2G4 A0bX+Epr NyZoGMEGa S 9rxc7cspoZoRrrOc;ggdaTsdewyapNxmocus:Q/
ylotwsdenXuodm:x;mkv/USAsnsvde«bm/Gneqk JrS0aBSYevI3T4H/78QoNIgaNs
qeCUMUHONYCRIATOO7WhvA TF2EM7mMCE60E 1 pwxOkbhha vy Iwp3 0x7mk 0T 246G ThhalgbiwGs+
Us9aef7QLc816a2vBdhwibk S1pyxuoBBATRp+ Fhik ZVUHI §C2UCO/qw3 x4 M YRS 24 U4 DGWST 1 2Fv
p:‘lowenkﬂrc II 1 pmt 11GOABSCLAKTAKT /PEVDAT xuInx 7414 YdBImNOws SdnSvE0I I TMeneh
x6PGCmhbfuk cr%lbozgazlnFGmrk/cumTSGPNexBZZGleSOMOE]KODvabGHsdenb!

SKRPQWSMWND2 SFSSPFATBd sleLwcngeeJEmimvmom WLTKUVBKTasGMOBwSr

2qk 504 1oMvWmd UOr It JYFBO20HIOQA/Te kou:h;? 2T5¢<1 FFS1655G/dSArNTIpCR+420

ohhs&mggo”bqv pjago4dThx+ I 1XDCTCVY TN BCRZIST2Yr dusf1cvCZUZBIHIeSvr2vG2

RIXCUQD/MBVLr2gS3SC@QANT30QTND7 XHhNG FFADTGH/HBCWM+M3 QU4 vnART Y JZFEQOZWS PKVI

DhYfQIRBC 5Kk DMIRXONZWk VT NOTHN S QRGY QDY SMFYMdr X dv JODDV3 0BmS 3ATMMOGUAHXVS19v ST

CMEOKVVQIShf 110TVQCSKI xeHCVwy Q3 FF7L2 ganwvfyvt.kz7qiuu28ﬂ921?¥ozxzvoc AUKI

QyNS110veYds78n6pb7Hbz 7w pCIr LUXS2 xwE +vQgaxGLVe)1A3]owodbl lecxgaMtrlcRin
1 . /1

S = o - 2 =
QGLSAZQ/TV2QI 20F SeP2KHSSEJLAAGLS 770 7MvCod]) ST 791 0pTUMZxvi 140Tp
DCVKSEMZYalwt fmgh2GuQrhcz/mas3 Kocs)xeukxgwasAngququl SMSSSpP!NpA{ﬁMOQ
WNCAK/PIwpHSSY Tyt §FSPmm629Qi 2016cxBI{fEIU nv'loxnoxw%)gcdne:{?o!cao GG/HQi
Z1EPPLXTEXAS8Zr SGFVLZNSHLFydnavr PA18W DI JTy2K14 14Nxs 8FT3 /ExPlOLW]4722E68G2Ge 3

Figure 11: Raw Message Sample (Encrypted)

extended with custom modules, or some modules may be removed. The end product is a

customized set of services and functions that meets the specific implementation needs.

The reference implementation comes with a standard deployment model and software
components such as the security agent, the messaging gateway, a certificate store and a
simple web or command line tool for configuration. However, the model does not meet
the requirements of an industry-class production system, such as high availability,

failover, scalability and disaster recovery. The main protocol supported is POP/SMTP,
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and although this may work well for email clients, innovative edge clients and workflows

may need other protocols such as REST or SOAP.

In addition, the reference implementation does not meet the security policy requirements
emerging from the various governance agencies. For example, the private certificate store
in the reference implementation does not meet auditing requirements for access to private
keys. The auditing subsystem does not write audit events to a storage mechanism with
proper access controls. For a HISP to become fully compliant with industry best
practices, certificate policies and required operational procedures, investment in

infrastructure and some software development is necessary.
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Policy Implications for Direct

As 1 have demonstrated, the Direct Project seeks to benefit patients and providers by
improving the transport of health information, making it faster, more secure, and less
expensive. The Direct Project focuses on the technical standards and services necessary
to securely push content from a sender to a receiver. However, in the real world, these

technical standards should be implemented within a strong policy framework.

When a healthcare delivery organization or clinician decides to exchange data using
Direct, there are a number of questions surrounding technical, operations and privacy
policies that must be answered. These questions are raised by the exchange of clinical
data using mechanisms provided by Direct, but their answers must be agreed upon by the
users who exchange the data in order to ensure efficient, secure, and acceptable

workflows for clinical care.

A Model for Trust

Trust is important to the confidence that the providers and patients will have in the
privacy and security of Direct exchange. The Direct components describe a security agent
that is responsible for encrypting and decrypting all outgoing and incoming messages.
Arguably the most important aspect of the security agent is the trust model. The S/MIME
encryption algorithms ensure a message is securely transported from one location to
another without being compromised or tampered with, but what value is a message if you

do not trust its sender?

Users may be able to attest to their identity assigned to them by their HISP using a

certificate, but how does a receiving participant know that they can trust the entity that is
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asserts the identity? In other words, if I receive a message from Dr. A, how do I know the
public certificate that signed the message actually represents Dr. A, or that Dr. A is
actually trustworthy? The basic uncertainty involves how two HISPs know to trust one
another at a level sufficient to carry out the exchange of public keys linked to the digital
certificates deployed, or in more general terms, how a HISP becomes trustworthy to other

HISPs.

As a rule of thumb, only HISPs that follow and can prove to abide by good certificate
practices and identity proofing procedures should be deemed trustworthy (10). A HISP
should only allow the creation of addresses for participants that they deem trustworthy.

This leads to the subject of PKI, identity proofing and certificate authority.

Public Key Infrastructure

PKI provides the foundation for interoperable trust among parties who wish to exchange
online. PKI is more than just technology related to digital certificates, it is the
architecture, organization, techniques, policies, practices, and procedures that collectively
support the implementation and operation of a certificate-based public key cryptographic
system. Also included in PKI are the policies and other contract agreements among
parties that document the operating rules, procedural policies, and liabilities of the parties

operating within the particular PKI.

In the discussion of the security agent, I explained that a digital certificate binds a public
key to identity information for an individual or organization. Individuals and
organizations use the digital certificates to identify themselves in electronic transactions.

When an individual digitally signs a transaction using the certificate, the relying party can
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verify the individual's signature and query the CA to ensure that the certificate is valid. If
both are valid, the relying party can trust that the individual signing the message is who

they say they are.

Identity Proofing

The identity verification issue is very important to signal the trustworthiness of the HISP
and its users to other HISPs. How do any of the parties relying on the authenticity and
validity of the information in these digital certificates know when to trust each other, and
perhaps when not to trust someone? Different HISPs may have different identification
policies and will, therefore, be trusted differently by other HISPs. One HISP might insist
on seeing a driver’s license or passport, while another might want the certificate request
form to be notarized, or include the fingerprints or other biometric proof-of-identity of

the requesting party.

Identity proofing is the process of assuring that an entity really is what or who it says it
is. The proofing of Direct users before issuing a digital certificate and Direct address is a
very important core competency of a HISP. This aims to ensure that only legitimate users
of Direct are given access. Providers and healthcare organizations should be verified
through multiple approaches (i.e. in-person, electronic two-factor or a Notary). Based on
their verification, some or all of their information should be verified against an
independent source (such as a state licensing board or a federal database) before a Direct
address is issued. The basis for the trust is the digital certificate issued by a trusted third

party, the CA.
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Certificate Authorities

It is very important to understand the role CAs play in issuance and management of
identity credentials such as digital certificates, and how policy decisions made by these
parties can make it easier or more difficult for Direct exchange to proceed on the HISP-
HISP level. Different CAs have different identification policies and will, therefore, be
trusted differently by other CAs. One CA might insist on seeing a driver’s license or
passport, while another might want the certificate request form to be notarized, or include
the fingerprints or other biometric proof-of-identity of the requesting party. CAs can
publish identification requirements and standards so that other verifying CAs can attach
the appropriate level of confidence in the certified name-key bindings. CAs with lower
levels of identification requirements produce certificates with lower levels of identity
assurance. CAs can be considered to be of high, medium, and low assurance, and the
assurance level is often a way to select one CA over another. Additionally, CAs must

have operational procedures for renewing and revoking certificates.

Overall, the trust model provides a great deal of flexibility in determining trust
relationships between HISPs and/or individual participants. Because messages are signed
using the sender's X509 certificate, PKI algorithms "filter" messages based on entities
called trust anchors. Every X509 certificate is issued by a CA, and a CA can be used to
validate the authenticity of the issuer of an X509 certificate. In the simplest case, a CA is
a trust anchor. If a HISP trusts a particular trust anchor, then all certificates created by
that anchor are considered to be trusted. In order for subscribers of different HISPs to be
assured of seamless, secure sending and reception of messages, trust must be a known

and transparent feature. Unless HISPs trust one another, Direct exchange is not
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interoperable. HISPs must know not just the technical specifications required for Direct

exchange, they must know how to trust one another in an automated fashion.
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Discussion and Conclusion

Electronic health information exchange addresses a critical need in the US health care
system to have information follow patients to support patient care. The Office of the
National Coordinator for Health Information Technology has led the process of
establishing the essential building blocks of NwHIN that will support multiple models of
health information exchange. ONC led the Direct Project to create a set of specifications
and standards that specifies a simple, secure, scalable, and standards-based method for
participants to send authenticated, encrypted health information directly to known, trusted

recipients over the Internet.

In order to demonstrate interoperable health information exchange using Direct Project
specifications, a fully functional HISP, was created in this project. Even with a “jump
start” from the Direct Project reference implementation, this was not a clear and
straightforward process. Once operational, framed within the context of a real-world use
case, | was able to demonstrate secure health transport using Direct Messaging to enable
provider to patient health information exchange. In addition to exploring technical
specifications of Direct by deploying a fully functional HISP, this project also served as a
vehicle to explore various policy issues related to security and identity proofing inherent

in the PKI model used within Direct Messaging.

Although considerable progress is being made in launching Direct implementations
across the country, much about the role of a HISP and some of a HISP's future

functionality remains untested in the marketplace. This demonstration can serve as a tool
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to help raise industry awareness and understanding about Direct, in hopes that best

practices that will be adopted universally to assure Directed exchange scales.

It is believed by many that consumers with access to their own health information can
improve the effectiveness and coordination of their own healthcare by sharing
information with other providers, identifying potential medical errors, correcting
inaccurate health and billing information, and making more-informed decisions (3). This
provider and patient use case demonstrates not only the technical feasibility of using
Direct Messaging, but also illustrates the opportunity to put necessary tools in the hands
of patients by giving them ready and secure access to their own electronic health
information, which they can use and share to improve their health and make better health

care decisions in partnership with providers.
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Appendix: Step-by-step Direct Messaging Demonstration
Instructions

Story: Provider Sends Patient Health Information to the Patient

A primary care provider (PCP) wishes to update the patient's record with their personal
clinical information. The PCP creates a Direct Message to the patient. The message
includes the summary of care record (CCD) containing pertinent health information about
the patient. The PCP sends the message to the address provided by the patient.

Actor (Provider): The PCP has validated the patient's identity and has the patient's Health
Internet Address.

Actor (Patient): The patient verifies that they own the Direct address, authenticates into
HealthVault personal health record and views their updated health information.

Details & Assumptions

* Actor (Provider): Create TNeHealth.com Direct messaging account
o Typically, before a user account is provisioned, it is assumed that the user
would have authenticated through a multi-factor validation process before
being provisioned with a Direct Message account. For the demonstration,
we will assume an approved user validation and a user account will be
created. The user will receive a “New user” email with instructions to sign
in and change the temporary password.
o Loginto TNeHealth Direct messaging client (Microsoft Office 365
Exchange Online)
= http://mail.office365.com
* You will receive an email from Microsoft Online Services
indicating that "A user account has been created". Please follow
the login instructions to begin using your direct.tnehealth.com
Direct Message account.
* Enter your user name and corresponding temporary
password.
* Follow the instructions on the sign-in page to create a new
password.
* Actor (Patient): Patient's HealthVault Direct address and account.
o Patient HealthVault Direct address
* Name: Test Patient
* Direct email address: TestPatient.al @direct.healthvault-stage.com
o Patient HealthVault personal health record account
» HealthVault message center (Pre-production environment)
=  http://direct.healthvault-stage.com
= Username: testpatient.al(@gmail.com
= Password: patiental
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* Actor (Patient): Patient non-Direct email account
o Google account
* http://mail.google.com
o Username: testpatient.al (@gmail.com
o Password: patiental
* Actor (Provider): Access to clinical document(s)
o Certified EHR capable to create/export patient summary record (CCD)
= John Halamka, the CIO of Boston based Beth Israel Deaconess
Hospital posted his entire lifelong medical history in continuity
care document (CCD) that can be downloaded and used as a
sample
(http://services.bidme.org/geekdoctor/johnhalamkaccddocument.x
ml)

Demonstration (Provider Sending the Direct Message)

Step #1
* Log into TNeHealth Direct messaging client (Microsoft Office 365 Exchange
Online)
o http://mail.office365.com
£aOffice 365 =y
new customer? sign in

« Access email and calendars from mobile devices
« Create Websites to share documents, contacts, and tasks

« Work with Office documents from virtually anywhere with a browser User ID:

l |

Password:

Forgot your password?

Remember me
D Keep me signed in

Show saved user IDs

©2012 Microsoft Corporation ] Legal | Privacy Community | Feedback

& & Internet fa v ®100% -

Login page
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ual 6#’;(:9 365 Home Outlook Team Site sign out | Dr. Test

ail > Inbox W& Find Someone options - @ ~
4 Favorites New ~ Delete ~ Move~ Filter + View~ (s . .
- ¥ | Read: processed:Just
54 Inbox o e ) v
F Search Entire Mailbox v v .
8 Unread Mail : checkmgu.
[3 Sentltems Amange by Date = Newest on Top
4 D Tect £ Test2 Test2 TNehealth_pa.. & <& &
> test 2/25/2012
4 Inbox To: Dr. Test
2] Drafts ¥] TNehealth_patientl@direct.healthva... g Sunday, February 19, 2012 8:18 PM
& Sentltems Read: processed:Just checking... 2/19/2012
@ Deleted Items Your message
kg Junk E-Mail @& newuser@direct.healthvault-stage.co... To:
k] Notes Read: processed:will.ricel @comcast.net 2/13/2012 Subject: processed:Just checking...
08 Search Folders Sent: Monday, February 20, 2012 2:16:46 AM (UTC)
Monrovia, Reykjavik
@ doru@infomedtrix.net was read on Monday, February 20, 2012 2:18:44 AM (UTC)
Read: Processed: Re: processed:Re: test 2/9/2012 Monrovia, Reykjavik.

% Doru Mihaescu

Re: processed:Re: test 2/9/2012
(=4 Mail (3 Doru Mihaescu
- Re: test 2/9/2012
ﬁ Calendar

@ doru@infomedtrix.net

g‘ Contacts Read: Processed: Re: test 2/8/2012
z] Tasks 4 Doru Mihaescu

Ra: tact /27012

Direct messaging email client

Step #2

* Type a message addressed to the patient’s Direct email.
o How do you get a patient’s direct address? Just ask the patient for their
Direct address like you would ask for their phone number or mailing
address. Usually, this is best done during the registration process, but it
could happen anywhere in the workflow. If you already have a patient
management system, it is likely that you already capture a personal “Non-
Direct” email address for the patient. You can record a new demographic
field to hold the Direct address.
* Address message to Test Patient HealthVault Direct Message address
o Select “New > Message”
o Inthe “New Message” window, use the Direct email address in the “To:”
field
= To: TestPatient.al @direct.healthvault-stage.com
o OPTIONAL: include a title or related message in the “Subject:” field
= “Subject: Here are the results from your lab tests.”
o OPTIONAL: include a letter or related message in the “Body”
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/2 htps:/ich1prd0B02.outlook.com/Zae-Itemtta-Newtt~IPM.Noteficc-MTQuMTUuNDUuMSxIbi1vU... (= ][B](X]
Send | 0 [ @ & Y 8 & P - Optons. [HTML v @- )

= Draft autosaved at: 1:27 PM

Q... TestPatient.al@ ault-stage.con
Subject: Here are the results from your lab tests.
Tahoma vijlo v/ B I U == & E ¥ A- v

Thank you for your office visit on January 25th. Attached is a patient summary document with the results of your
latest lab test.

All test results show no negative health indicators.

If you have any other questions, you may call my office or send me an Direct message by hitting "Reply" to this
message or send a note to me at my Direct email address test@direct.tnehealth.com.

I look forward to see you on your next visit on June 16th.
Thanks,
Dr. Test

Jpone € Internet ‘a v W100% -

Message to patient

Step #3

* OPTIONAL: Add attachments of any type
o Contents can be structured or unstructured such as:
= HL7 lab results

=  CCD - continuity of care document
= CCR - continuity of care record
]

JPEG, PDF, TIFF
o Click the “Add Attachment” Paperclip Icon
o Locate the document(s) and click “Open” to attach to the Direct Message
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Open E]

Look in: | (2 HITSP_C32_examples ~ Q@

0D
|2 CCD_HITSP_C32_ALL_TemplateIdsAtRoot
My Recent || CCD_HITSP_C32_HistoryAndMedications_WithallRZElements
Documents |« -cp_HiTSP_C32_Medications_Template_Robust
‘L‘ 3 |2 CCD_HITSP_C32_Medications_Template_Small
|2 CCD_HITSP_C32_Minimal_NoSections_valid
Desktop & CCD_HITSP_C32_Minimal_WithEntries_alid
. |2 CCD_HITSP_C32_Minimal _WithSections_Valid
//‘ |2 CCD_HITSP_C32_v2.1_Examples
|2 CCD_HITSP_C32_Valid_withviolations
|2 CCD_Minimal_MNo_C32_templatelds

B

<

My Documents

— 42 HumanViewCCD
5‘3! JohnHalamkaCCDDocument_C32 IO E
My Computer |2 JohnHalamkaCCDDocument_CCDonly g _ate qq%fli(%d: 1/14/2008 8:20 AM
ize: 1.

M_','Pf;l etwork  File name: IJ ohnHalamkaCCDDocument_C32 Ll | Open I
aces
Ll Cancel

Files of type: I

Attaching a sample CCD document to the message

Step #4

* Review the final message and click “Send”

* By design, all the hard parts of the Direct deployment of public and private keys
are carried out for Direct exchange subscribers behind the scenes by their Health
Information Service Provider (HISP). The prime advantage of this deployment
model is to move the complexity of security to an external service, the HISP.
Your message went through the TNeHealth.com HISP:

o Parsed the outgoing test message

o Resolved the sender's (test@direct.tnehealth.com) private key

o Resolved the anchors the sender trusts

o Resolved the recipient's (TestPatient.al @direct.healthvault-stage.com)
public X509 Certificate

o Verified that the recipient's certificate is both valid and trusted - i.e. issued
by an anchor the sender trusts.

o Created appropriate S/MIME envelopes

o Signed the message with the sender's private key

o Encrypted the message with the recipient's certificate

o Produced a new, secure email message
* If successful, you should receive a Message Disposition Notification (MDN)
indicating that the message was successfully processed and delivered
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7 Microsoft " i signout | Dr. Test
£:a Office 365 Home Outlook Team Site 9 |

> Inbox 21 Items W& Find Someone options - @ ~
4 Favorites - - - z

B Inbox (1 Read: processed:Here are the

£8 Unread Mail (1 TP ——— results from your lab tests.
[& Sentltems e S

P— /| TestPatient.al@direct.healthvaul v TestPatiental. @& & &
2 Inbox (1 Read: processed:Here are the results fro... 2:02PM
1 To: Dr. T
(A Drafts 4 PM

B3 sent ltems Two Weeks Agc
=3 Sent tem i Test2 Test2

@ Deleted Items test 2/25/2012 Your message
bl Junk E-Mail @ TNehealth_patienti@direct.healthva... To:
k] Notes Read: processed:Just checking... 2/19/2012 Subject: processed:Here are the results from your lab

tests.
Sent: Tuesday, March 06, 2012 8:02:34 PM (UTC)
Monrovia, Reykjavik

> L@ Search Folders

Contact List @ newu5er@direct.’healthvauh»stage.co...
Read: processed:will.ricel @ comcast.net 2/13/2012 was read on Tuesday, March 06, 2012 8:04:21 PM (UTC)
Monrovia, Reykjavik.

----- @ doru@infomedtrix.net

=4 Mail Read: Processed: Re: processed:Re: test 2/9/2012
B calendar £%& Doru Mihaescu

Re: processed:Re: test 2/9/2012
8=| contacts

2 Doru Mihaescu
ﬂ Tasks Re: test 2/9/2012

Successful Message Disposition Notification ?MD‘]\D

Demonstration (Patient Receiving the Direct Message)

There are almost an endless number of possible actions that a patient would undertake
based upon a variety of user setting and preferences options. The steps in this
demonstration and in the flowchart represent the actions based on the default settings
when the patient first established the HealthVault personal health record account.

Step #1

¢ Patient will receive a notification email at their “Non-Direct” email account.
o http://mail.google.com
o Username: testpatient.al @gmail.com
o Password: patiental




+You Search

Google

Gmail ~

Inbox
Starred
Important
Sent Mail
Drafts

Personal
Travel
More

Chat

©® Test Patient

 Call phone

COMPOSE XFINITY® Home Security - www.Comcast.com/HomeSecurity - Monitor Your Home

Images Maps YouTube News Gmail Documents Calendar More ~

“« a (] [} || 9~ I

You have a new message from Dr. Test =
Inbox x
HealthVault Message Center 2:02 PM (1 hour ago) - -
to me [~

Hello Test Patient,
You have received a new health mail from Dr. Test.

Concemned about phishing? Copy and paste the following link in your
browser:

http://direct healthvault-stage.com/
Thank you,

= HealthVault Message Center

Notification email from HealthVault

Step #2

* Patient will login to HealthVault to review the Direct Message
Click the link in the email or access the HealthVault message center (Pre-

©)

production environment)
http://direct.healthvault-stage.com
Username: testpatient.al@gmail.com
Password: patiental

HealthVault:

HealthVault

sign in to HealthVault.

(If you use Hotmail, Messenger, or Xbox LIVE, you have a
Windows Live ID.)

Don't have a Windows Live ID? Password:
[JKeep me signed in
Or sign in with:
) Facebook
Not your computer?
{~ OpeniD
©2012 Microsoft | Terms | Privacy Help Center | Feedback

—

Message Center uses Windows Live ID to H H
S sign in

Windows Live ID:

HealthVault

message center login screen
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Sandbox for Microsoft HealthVault

HealthVault

Message Center (Beta)

Test Patient inbox settings changeuser  sign out
R Delete | [ New | ¢ Refresh
[J From Subject Received (PST) Size
[0 Dr.Test Here are the results from your lab tests. 3/6/1212:04 PM 116 KB
O n i stage.com Welcome to Message Center 3/2/125:41 AM 692 bytes

Go to HealthVault

HealthVault

®2012 Microsoft
About Trademark Privacy Terms Developer Microsoft

HealthVault message center

Step #3

* Review the email message from the provider you wish to view
o Click anywhere on the row with the email
o This will open a new window with the email

{2 http:/idirect. healthvault-stage.com/id-00c5254e-43ea-426a-b24a-3b358739635b - He... (= B

C2 Reply | [o] Save | % Close

From: "Dr. Test" <test@direct.tnehealth.com>
To: <TestPatient.al @direct.healthvault-stage.com>
Cc:

Subject: Here are the results from your lab tests.

JohnHalamkaCCDDocument_C32.xml (81 KB)

Thank you for your office visit on January 25th. Attached is a patient summary document with the results
of your latest lab test.

All test results show no negative health indicators.

If you have any other questions, you may call my office or send me an Direct message by hitting "Reply"
to this message or send a note to me at my Direct email address test@direct.tnehealth.com.

I look forward to see you on your next visit on June 16th.
Thanks,
Dr. Test

Patient view of email from provider



Step #4

Reviewing the email does indicate that a clinical document was attached to the email.

The document that the provider attached in Step #3 is attached to the patient email. While
user setting may vary, by default, the message center will detect that a clinical document

was received and will auto-reconcile the clinical data from the document into the
HealthVault patient health record
* Review clinical data in HealthVault patient health record
o Close the email to return to the message center
o Click the link “Go to HealthVault” located at the bottom right of the
message center
= This will open a new window to the HealthVault home page
(Image: HealthVault Home page)
o Click the “Health Information” button from the navigation
o Click on any link to review the data (Image: Test Patient Health Record
Information)
= Patient can easily identify what data is present by the number
presented by each information type
o Click “Blood Pressure Measurement (4)”
= Patient can review the data recorded for Blood Pressure (Image:
Blood Pressure Measurements with chart)
= OPTIONAL.: Patient can add/edit/delete blood pressure
measurements
=  OPTIONAL: Patient can chart the blood pressure measurements
graphically
* Click the “See Chart” link

Microsoft

HealthVault

t | Signout | Hel

e — ’
Test Patie...
Warning: This is a development and test environment. Do not store personal

information.

1\ This is not the public Microsoft HealthVault site, and the HealthVault privacy statement does
2 not apply here. Do not enter any personal information when creating accounts or records or when
using applications on this site. Enter test data only. Go to the public HealthVault site

Share your health
information with

Create or update
your emergency

Learn about ways to
get information into

Find apps and
devices that work

B rome profile HealthVault with HealthVault others
PREPARE LEARN FIND SHARE
Health
information
Emergency For expert recommendations and tools to make the most of your HealthVault data,
profile try Mayo Clinic Health Manager. LEARN MORE
Apps &
. Devices
Sharing AppS e Find more apps

s

FealthVault
Message Center (Beta)

HealthVault home page
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———— ’

Test Patie...

Warning: This is a development and test environment. Do not store personal

information.
(] This is not the public Mi site, and the privacy does
not apply here. Do not enter any personal information when creating accounts or records or when
Edit using applications on this site. Enter test data only. Go to the public HealthVault site.

Switch person

Home | Health information

o Test Patient al's health information

More actions | v

Health
information P
Conditions Measurements
Emergency Allergy (1) +  Blood Glucose Measurement +
profile
Condition (5, + Blood Pressure Measurement (4] +
ADD_S & 5) )
Devices Medical Device + Height Measurement +
P sharing Lab Test Results (20) +
Custom Data
Peak Flow Measurement +
i Status (1
History o Weight Measurement (4) +
Files icati
Medications
Continuity of Care Document (CCD) (1) +
Medication (2) +
Continuity of Care Record (CCR) +
Documents (File) +  Personal Profile

Test Patient health record information

Test Patie... \

Warning: This is a development and test environment. Do not store personal

information.
1\ This is not the public Microsoft HealthVault site, and the H privacy does
- not apply here. Do not enter any personal information when creating accounts or records or when
Edit using applications on this site. Enter test data only. Go to the public HealthVault site.
Switch person
Home | Health information | Blood Pressure Measurement

o Blood Pressure Measurement

Health
information
Emergency Get the most out of your HealthVault experience
profile
Some apps you can use with this health ..'e'-n\“l)ﬂ INIC
Apps & information: LiveHealthier’ HealthVianager C ECLIPSYS'
Devices et
See more apps and devices
) Try now Try now Try now
< Sharing
[ Delete | [ Export Hide chart See sharing [as] Change date range
i 160
History =o0= systolic =o= diastolic
S 140
I
€
£
o 120 /\c o
3
a
2 100
&
o
8
@ 80
(’/—-0\’ o
60

12/24/04  4/17/05  8/9/05  12/1/05  3/25/06  7/17/06  11/8/06  3/2/07  6/24/07  10/16/07

Blood Pressure Measurements (With Chart)
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Step #5

The personal health record now contains helpful information that can empower the
patient to better track and manage their own health.
* Patient can continue to review different health information
o Click the “Health Information” button from the navigation to return to
information page
* Patient can return to the message center
o Click the “Home” button from the navigation to return to the home page
o Click the “Open” link next to the HealthVault Message Center App to
return to the messages
* Patient can sign out
o Click the “Sign out” link at the top of the page.
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